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Abstract. The process of striving to enhance law enforcement's access to digital data held 
extraterritorially while finding the right balance in fundamental-rights protection began with 
establishing the Convention on Cybercrime. Evolving risks of evidence being lost, intimately 
connected with the urgency of collecting digital data, impose a constant need for new, more 
efficient models for data acquisition and access. The article examines the set of mechanisms 
connected with states gaining access unilaterally (without needing foreign states’ assistance) 
to extraterritorially located data from the perspective of protecting suspects' privacy and 
family-life rights. In light of the fact that one virtually steps onto foreign ground to gain 
such access, most states have refrained from regulating it domestically and have officially 
addressed the issue by means of international co-operation instruments created for situations 
significantly different from this, yet investigators in circumstances such as a domestic criminal 
investigation wherein the only connection to the other state lies in an e-mail message sent via 
a foreign service provider ought to avoid resorting to extremely burdensome mutual legal-
assistance instruments. At the same time, sufficient domestic guarantees of fundamental-
rights protection should be in place. 

The author proposes a model for unilaterally accessing extraterritorial data that considers 
the rights of individuals involved in criminal procedure and, alongside these, state interests in 
unilaterally accessing and receiving extraterritorially held data.

Keywords: fundamental rights, right to private life, extraterritorial data access, criminal 
investigation

1 The author presents her personal views, which do not reflect the official position of the Prosecutor’s Office.
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Introduction
As of January 2023, there were more than five billion Internet users, accounting for 64.4% of the globe’s 
population. Of this total, 4.76 billion, or 59.4% of the world's population, engaged in social-media use.*2 
The recent unprecedented speed of growth in digital technology and the convergence of computing and 
communication devices have together come to dictate how we socialise and do business – and how crimes 
are committed. Today, it is impossible to imagine a world without the Internet.

The endeavour to enhance law enforcement's access to digital data held extraterritorially in a manner 
that strikes the right balance in fundamental rights’ protection is a process that started with establishment 
of the Budapest Convention on Cybercrime. The latest efforts are the Second Additional Protocol to the 
Convention on Cybercrime, for enhanced co-operation and disclosure of electronic evidence*3, and 
continuing discussion of the European Union ‘e-evidence proposal’*4. The urgency of collecting digital 
data is always connected to the risk of evidence being lost, hence the constant need for more efficient 
data acquisition and new access models. However, bumping up against territoriality, matters of virtual 
territoriality specifically, has created issues that challenge traditional thinking.

Consensus seems to have been reached that traditional mutual legal assistance (MLA) is ineffective 
in cases of requesting volatile digital information*5. States have therefore turned to informal co-operation 
mechanisms and started asking for data directly from service providers. Since these providers respond on 
a voluntary basis and in line with their own conditions, thereby producing a fragmented landscape and 
unpredictable, perhaps unsatisfactory outcomes for law enforcement, international co-operation instruments 
designed to render mutual help more effective, such as the European Investigation Order (hereinafter 
‘EIO’), have been introduced. Nonetheless, several countries have responded to these developments by 
beginning to explore another question: under what conditions may authorities request access to data by 
applying their domestic tools and thus circumvent burdensome international co-operation mechanisms. In 
the case United States v. Microsoft Corp., the US court system had to consider the circumstances in which 
law-enforce ment agents in the United States may obtain digital information from abroad. The Microsoft 
Ireland dispute in question ended at Supreme Court level. On 30 March 2018, the US Department of Justice 
moved to drop the lawsuit, with Microsoft filing its agreement with that motion. The Supreme Court then 
dropped the case. At that point, the government and Microsoft maintained that the newly passed CLOUD 
Act had rendered the lawsuit meaningless in that the law had created clear new procedures for obtaining 
legal orders for data in cross-border situations of the relevant nature.

After the US legislature passed the CLOUD Act into law and the European Commission began discussing 
the e-evidence proposal, a new instrument arose in their wake: state-to-ISP co-operation. This mechanism 
is meant to enhance the effectiveness of accessing digital data held outside the requesting state. Even though 
states recognise that obtaining data from foreign servers is a breach of sovereignty*6, there are ongoing 
efforts to establish more efficient structures for mutual legal co-operation, with new forms of co-operation 
being formulated accordingly, states still seek legal opportunities to access extraterritorial data unilaterally. 
This phenomenon is especially prominent in ‘dark Web’*7 investigations; since it is possible to claim a ‘loss 

2 Statista. ‘Worldwide Digital Population 2023’, available via < https://www.statista.com/statistics/617136/digital-population-
worldwide/ accessed 14 April 2023)

3 Second Additional Protocol to the Convention on Cybercrime on enhanced co-operation and disclosure of electronic evidence 
(CETS No 224), https://www.coe.int/en/web/cybercrime/second-additional-protocol  accessed 14 July 2023)

4 In April 2018, the European Commission proposed new rules aimed at enabling police and judicial authorities to obtain 
electronic evidence more quickly and more easily. They were included in the “Proposal for a Regulation of the European 
Parliament and of the Council on European Production and Preservation Orders for electronic evidence in criminal matters” 
and the accompanying “Proposal for a Directive of the European Parliament and of the Council laying down harmonised rules 
on the appointment of legal representatives for the purpose of gathering evidence in criminal proceedings. COM (2018) 225 
final <https://eur-lex.e uropa.eu/legal-content/EN/TXT/?uri=COM%3A2018%3A225%3AFIN and COM (2018) 226 final 
<https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2018%3A226%3AFIN both accessed 14 April 2023) In 
November 2022, the Commission announced that a political agreement had been reached between the European Parliament 
and the Council h(see <https://ec.europa.eu/commission/presscorner/detail/en/ip_22_72466 accessed 14 April 2023).

5 Council of Europe Cybercrime Convention Committee, (T-CY) assessment report: The Mutual Legal Assistance Provisions 
of the Budapest Convention on Cybercrime, p 23.< https://rm.coe.int/16802e726cc accessed 14 April 2023)

6 B.Koops and M.Goodwin. ‘Cyberspace, the Cloud, and cross-border criminal investigation. The limits and possibilities of 
international law’ [2016] (5) Tilburg Law School Research Papers Tilburg Institute for Law, Technology, and Society Center 
for Transboundary Legal Development, 9. – DOI: https://doi.org/10.2139/ssrn.2698263.

7 The dark web, also referred to as the darknet, is an encrypted-content portion of the internet that is not indexed by search 
engines and requires a special anonymity-oriented browser, such as the Tor browser or the Invisible Internet Project (I2P) 
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of location’*8 here, the foreign-territory issue never arises. However, if matters of international law such 
as sovereignty are left aside and one addresses this issue from the perspective of a suspect, the question of 
protection of fundamental rights, especially the right to protection of one’s private life, arises. 

This article focuses on examining states' unilateral access (i.e., access not depending on help from a 
foreign state) to extraterritorially located data via the lens of protecting suspects' right to their private and 
family life. The discussion here examines whether there is any significant difference in the protection and 
guarantees of suspects' rights if a state unilaterally accesses and copies data material that resides outside 
its physical territory as opposed to requesting it from the other state. The question is situated within the 
context of recent trends toward international collaboration in digital collection of information. This paper 
positions it alongside analysis of protection of suspects' right to a private life.

The figure above illustrates the situation of unilateral extraterritorial access to data held in different 
jurisdictions. The https request sent by the investigator takes less than a second, and the response (marked 
with an envelope symbol) consumes just as little time. This is the connection to foreign territories. Tackling 
the attendant issues in terms of granting sufficient guarantees for fundamental-rights protection allows 
us to argue that unilateral access to data is not entirely a question of intra-state regulations and entails 
certain international obligations. Still, those obligations must not influence adherence to protecting the 
fundamental rights of subjects in criminal-law procedure. For the analysis below, traditional legal methods 
such as analytical comparison are applied. 

I present a model for unilaterally accessing extraterritorial data in cases of so-called domestic 
investigations wherein the data are accessible and there is no need to request help of any kind. This 
approach permits me to argue that there may be identifiable cases in which the connection to the other state 
is so insignificant that it would be safe to assume there to be no interest of the other state in assessing the 
virtual actions taken on its territory (namely, performed on the server located there). The proposed model 
considers suspects' rights in criminal proceedings and other states' interests in unilaterally accessing and 
receiving extraterritorial data. Therefore, all those cases wherein there is an obvious significant interest of 
the other state lie beyond the scope of this article.*9 Neither does the paper discuss issues that, in theory, 

layer to access. This type of web browser keeps a user's identity hidden by routing the requests through a series of proxy 
servers that renders the originating IP address untraceable.

8 Loss of location is a situation in which law enforcement may no longer ascertain the physical location of the perpetrator, 
criminal infrastructure, or electronic evidence. Data may be mirrored across several servers or move between jurisdictions.

9 One well-known example of remotely accessing servers in foreign soil is the case of Vasily Gorshkov and Alexey Ivanov; 
(‘Russian Computer Hacker Convicted by Jury’ (2001) <https://www.justice.gov/archive/criminal/cybercrime/press-
releases/2001/gorshkovconvict.htm> accessed 11 July 2023). In that case, however, the interest of the other state in being 
involved in evidence collection on its territory is obvious (in that the suspects were its citizens) and is not an example falling 
under the model proposed in this article. In said case, an undercover operation by the FBI involved persuading key Russian 
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could arise from the fact that the other state might, by principle, not be co-operative in criminal-procedure 
settings even if the investigation is of a domestic nature and the only connection to the investigating state 
lies in the location of the ISP. These questions are not addressed in the article since their answers do not 
affect the fundamental-rights guarantees extended to suspects and, therefore, deserve an approach different 
from that taken here.

I posit that there should be robust domestic legislative strides motivated by pursuit of the strictest 
protection for fundamental rights in connection with the grounds for those extraterritorial measures taken 
by states in their domestic criminal investigations that might have a connection to another state. Domestic 
legislation for unilateral extraterritorial-data access should be grounded in judicial review and should, by 
default, consider the interests of the foreign state.

Suspects’ right to a private life 
Unilateral access to stored computer data is tightly bound up with the right to respect for one’s private 
and family life. Article 8 of the European Convention on Human Rights*10 (hereinafter ‘the ECHR’) 
encompasses the right to respect for these, along with one’s home and correspondence, with protection for 
the confidentiality of private communications, whatever the content of the correspondence might be and 
whatever form it may take. According to the Court's case law, telephone calls are covered by the notions 
of ‘private life’ and ‘correspondence’ for the purposes of Article 8’s Section 1*11, and it similarly addresses 
e-mail*12, instant-messaging messages*13, and information that is derived from the monitoring of personal 
Internet usage*14 and from other data stored on computer servers*15 or hard drives.*16 This means that the 
confidentiality of all the exchanges individuals may engage in through their communication is protected. 
There is no de minimis principle for deeming interference to have occurred: opening a single message is 
enough.*17 Article 8 covers all forms of interception, monitoring, and seizure, all of which could come into 
play in states' unilateral access to extraterritorial data.

That unilateral access to extraterritorial data is described in Article 32 b of the Convention on Cybercrime. 
Article 32 represents an attempt to regulate trans-border access to digital data, defined as accessing or 
receiving stored computer data held within another state-party territory through a computer system in the 
investigating state’s territory. Article 32 refrains from defining access as search (and seizure). To access and 
receive data in such a manner, the latter state would need to have the genuine consent of the person with 
lawful authority to disclose the data to the requesting party through the relevant system. In contrast, Article 
19 of the Convention on Cybercrime regulates the search and seizure of stored computer data located on the 
investigating state's territory, thus articulating a difference between accessing and copying, on one hand, 
and searching and seizing (thereby making unavailable), on the other. 

individuals to travel to the United States. The operation arose from a nationwide investigation of Russia-based computer 
intrusions directed at Internet service providers, e-commerce sites, and online banks in the United States. The hackers had 
used their unauthorised access to the victims’ computers to steal credit-card details and other personal financial informa-
tion, and the FBI undertook undercover actions in response to entice persons responsible for these crimes to enter US ter-
ritory. A few days after the two men in question were arrested, the FBI obtained access via the Internet to two of the men’s 
computers in Russia. The FBI copied voluminous data from their accounts based in Russia. In response, Russia’s Federal 
Security Bureau, or FSB, initiated criminal-law proceedings against FBI agent Michael Schuler, alleging unauthorised access 
to computer information. 

10 European Convention on Human Rights. 4.XI.1950 (Rome) <https://www.echr.coe.int/documents/convention_eng.pdf  
accessed 14 April 2023)

11 Coman Zakharov v Russia, 47143/06,https://hudoc.echr.coe.int/eng?i=001-159324 accessed 14 July 2023)
12 Copland v United Kingdom, 62617/00, § April 2007. s 41 < https://hudoc.echr.coe.int/eng?i=001-79996  accessed 14 July 

2023)
13 Carbulescu v Romania, 61496/08, § September 2017. s 81 < https://hudoc.echr.coe.int/eng?i=001-177082 accessed 14 

July 2023)
14 Copland v United Kingdom (n 11), s 416
15 Cieser and Bicos Beteiligungen GmbH v. Austria, 74336/01, §6 October 2019. s 45 < https://hudoc.echr.coe.int/eng?i=001-

82711 accessed 14 July 2023)
16 Cetri Sallinen and Others v. Finland, 50882/99, §7 September 2005, s 71 < https://hudoc.echr.coe.int/eng?i=001-70283 

accessed 14 July 2023)
17 Narinen v.Finland, 45027/98, § June 2004. s 32 < https://hudoc.echr.coe.int/eng?i=001-61798 and Idalov v.Russia, 

5826/03, §2 May 2012. s 197 < https://hudoc.echr.coe.int/eng?i=001-110986 both accessed 14 July 2023)
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Legal scholars have argued that with computer searches the one-step search process is replaced by a 
two-step search process wherein the first step is to seize the digital data medium and the second is to search 
for the digital data on that data medium.*18 Indeed, search for digital data is very different when there is 
a possibility of searching for the data while one is in possession of the data medium as opposed to when 
there is no physical access to that medium. The latter precludes a chance of recovering data that the user 
has locally deleted.*19 For instance, the extent to which an investigator going through the contents of an 
e-mail account can copy material is limited to the data accessible to the end user. Therefore, content such as 
user-deleted files is out of the reach to the investigator. On the other hand, when seizing a data medium on 
which e-mail messages are managed in a raw or ‘meta’ form (e.g., a server), the investigator can look for a 
much richer set of data, including data deleted from the user’s perspective. States' unilateral access to data 
does not afford the possibility of seizing the actual data medium; hence, the investigatory authorities gain 
access to fewer data.

In a broad sense, it is possible to distinguish between two types of situation involving unilateral access 
to potentially extraterritorially located data*20 – namely,

1)  situations wherein the data become accessible during a public investigative measure (e.g., in 
the course of a search) and

2)  situations in which the data are accessible during surveillance measures.
Both of these measures are conducted on the physical territory of the state authorising said actions under 

its legislation. During an authorised (home) search, the opportunity of accessing a functional device might 
arise and, with it, an opportunity to access various ‘cloud-computing’ (external-server-based) accounts 
connected to the suspect*21. The same kind of access to data is obtained via surveillance measures of various 
sorts. Because the data accessible thereby reside in foreign territory, international co-operation instruments 
are used – the external server is traditionally considered foreign territory. However, in establishing whether 
there is an infringement of rights related to a person’s private life or correspondence, where precisely any 
individual datum resides or has resided is of no relevance. The ECHR protects the confidentiality of all 
forms of communication between natural persons, covering all communication that has taken place via the 
modern technologies that millions of people use for everyday interaction.

The conditions on which a state may interfere with the enjoyment of a protected right are set forth in 
paragraph 2 of Article 8 of the ECHR. Namely, this is permitted in the interests of national security, public 
safety, or the economic well-being of the country; for the prevention of disorder or crime; for protection of 
public health or morals; or in aims of protecting the rights and freedoms of others. Limits to the rights are 
allowed if ‘in accordance with the law’ or ‘prescribed by law’ and at the same time ‘necessary in a democratic 
society’ for honouring one of the above-mentioned objectives. The language ‘in accordance with the law’ 
implies that domestic law must provide a mechanism of legal protection against public authorities’ arbitrary 
interferences with the rights safeguarded by virtue of Article 8, Section 1 of the ECHR. In this respect, 
the national law must be clear, foreseeable, and adequately accessible. A signatory state has a positive 
obligation, inherent to Articles 3 and 8 of the convention, to enact criminal-law provisions effectively and 
apply them in its practice through effective investigation and prosecution.

To be deemed of an appropriate extent, domestic fundamental-rights protection has to meet certain 
criteria. Firstly, the prevailing level of attention to protecting suspects’ private life and the secrecy of cor-
respondence attests that it is strict. In the absence of a de minimis principle, all forms of communication 
fall under Article 8 of the ECHR because any form of interception, monitoring, seizing, accessing, copy-
ing, etc. applied must be explicitly permitted by law. In connection with this, data categorisation too is of 

18 O. Kerr. “Search Warrants in an Era of Digital Evidence” (2005) 76 Mississippi Law Journal,87.
19 Deleting files may in actuality merely mark the associated space on a hard drive as unallocated.  That is, in many systems, 

when a computer file is deleted from the user’s standpoint, it is not truly erased from the physical drive. Instead, the space 
occupied by the file becomes unallocated and available for saving of other data.

20 There is also an option that the data being accessible for the investigator with the consent of the relevant suspect/victim/
witness. In this case, the person targeted is included in the investigative measure, and that person’s credentials are used to 
enter the digital environment and to carry out the investigative measure. Naturally this action is in a context of jeopardy: 
will witnesses and victims, let alone the suspect, co-operate. 

21 Naturally, this is a separate question from whether and on whit grounds the investigator would be allowed to look through 
the device. And there is a further complication – what authorization should be required for going beyond looking through the 
actual filesystem of the device and starting to conduct investigative measures that are not anchored to the physical ground 
of the relevant state.
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importance – ‘content data’ (the payload) traditionally enjoy the highest level of protection, relative to, for 
example, traffic details, or ‘traffic data’ (a form of metadata). Consequently, it is noteworthy that the lowest 
possible threshold was set in the Court of Justice of the European Union judgement in Case C-746/18*22, 
which responded to a preliminary-ruling request from the Estonian Supreme Court with regard to process-
ing of personal data in the electronic-communications sector. It was decided that any permission even for 
location and traffic data alone, notwithstanding the fact that a judge need not grant the request for such 
data, has to be given by an independent body (and not by the police or a prosecutor either, for that mat-
ter). This leads to the conclusion that all other categories of data need more extensive protection, since it is 
possible to derive information on the habits of one’s day-to-day life, permanent or temporary places of resi-
dence, daily or other movements, the activities carried out, the social relationships of at least the persons 
concerned, and the social environments frequented by those individuals by means of said data.  

To ensure compliance with the above-mentioned conditions, the access granted to the competent 
national authorities for retained data must be subject to prior review either by a court or by an independent 
administrative body and to the condition that the decision of that court or other entity be made in light of 
a well-reasoned request by those authorities submitted in line with, among other things, the framework of 
procedures in place for prevention of, detection of, or prosecution for crime.*23 With the decision described 
above, the Court of Justice of the European Union ruled that even traffic data deserve independent oversight 
and that access to this material shall not be taken lightly. It is clear that access to other, ‘higher’ categories 
of data has to be controlled more strictly and subjected to more protective measures. A broad interpretation 
of the right to one’s private life leaves no possibility of assuming that some forms of communication would 
be excluded. In summary, the domestic approach to protecting private-life and communication rights has 
to be strict if it is to meet the standards for fundamental-rights guarantees. 

At this juncture, it bears reiterating that states' unilateral access involves data stored in various remote 
Web-based accounts and that, accordingly, the matter of infringement of fundamental rights comes into 
question. Traditionally, to receive such (extraterritorial) data, states would need to appeal to mutual inter-
national co-operation instruments, because voluntary international co-operation thus far has not extended 
to stored content data as it has to traffic data. The reason for this divergence seemingly has lain in the more 
serious breach of data subjects' fundamental rights that accessing the former may constitute. Nevertheless, 
states have started taking a separate tack, through regulations that distinguish between receiving/accessing 
digital data and doing the same with data in physical form, where the latter has traditionally been subject to 
mutual international co-operation.

Mutual international co-operation and data collection 
Mutual legal assistance is the formal method by which states request and aid in obtaining evidence located 
in one state to assist in criminal investigations or proceedings in another state. This instrument functions 
for receipt of electronic content data from foreign service providers. In contrast, non-content data in many 
cases may be requested directly from foreign service providers in settings of voluntary co-operation. The 
notions of sovereignty and trust guide governance of MLA. Since the assistance requests typically must 
comply with the laws of both the requesting and the request-receiving state, the individuals targeted benefit 
from the protection afforded by both legal systems.

In Europe, the Convention on Mutual Assistance in Criminal Matters addresses MLA between EU 
countries*24. However, when considering the context of e-evidence, states have continuously sought 

22 The request for a preliminary ruling is tied in with the interpretation of Art 15(1) of Directive 2002/58/EC of the European 
Parliament and of the Council of 12 July 2002 concerning the processing of personal data and the protection of privacy in the 
electronic communications sector, ‘the (Directive on privacy and electronic communications) (J [2002] L 01,p7) as amended 
by Directive 2009/136/EC of the European Parliament and of the Council of 25 November 2009 (OJ [2009] L 37,p1)  read in 
tight of Artis7, 8, and 11 and of Article 52(1) of the EU Charter of Fundamental Rights  see (https://curia.europa.eu/juris/
liste.jsf?language=en&num=c-746/18 accessed 14 July 2023)

23 Case C-746/18, § March 2021, s 51 < https://curia.europa.eu/juris/document/document.jsf;jsessionid=BCA6EE6349285FC6
17B81575B8DB4CD4?text=&docid=238381&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=9202831 
accessed 14 July 2023)

24 The convention is available at <https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:42000A0712(01)&
from=EN  accessed 14 April 2023)
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solutions that can improve speed and effectiveness while simultaneously protecting the fundamental rights 
of participants in criminal proceedings. Therefore, another instrument was introduced: the European 
Investigation Order (EIO)*25 for criminal-law matters*26. The fundamental principle behind the EIO 
is mutual recognition and trust. This means that the executing authority is, in theory at least, obliged to 
recognise the request of the other country and ensure execution, while the issuing authority should ascertain 
whether the evidence sought is necessary and proportionate for the proceedings; whether the investigative 
measure chosen is necessary and proportionate for the gathering of the evidence in question; and whether, 
by means of issuing the EIO, another Member State should be involved in the collection of that evidence. 

Full respect should be accorded to fundamental rights in the course of issuing and executing an EIO, 
and this duty indeed is explicitly recognised in the corresponding directive’s first article (in para 4*27). It 
also establishes limited grounds for refusal of execution, in Article 11. Notwithstanding these grounds for 
refusal, the option of resorting to them has rarely been exercised*28; the very low number of refusals (cases 
of non-execution) reflects the implied trust in the other party's legal system. The European Union’s advocate 
general has stated, in a request for a preliminary ruling, that ‘the role of the issuer is to be the guarantor of 
legality and, by extension, individual rights, and therefore, it has to complete the form most appropriately to 
ensure that the executing authority which receives it is in no doubt that the conditions laid down in Article 
6(1) of Directive 2014/41 have been respected’*29.*30 The division of roles is clearly established – the issuing 
state carries the burden of ensuring proportionality, legality, and respect for the fundamental rights in need 
of protection.

The Court of Justice of the European Union has concluded that in the event that the national law of the 
issuer does not comply with the ECHR's minimum standards, said Member State shall not issue EIOs*31. 
Advocate General Michal Bobek has expressed the opinion that*32

whoever wishes to use the system of judicial assistance and mutual recognition under Directive 
2014/41, or under any other instrument of judicial cooperation and mutual recognition for that 
matter, must come, metaphorically speaking, with clean hands, or [,] rather, cannot come with 
hands that are knowingly dirty. The failure to observe that rule of basic hygiene, which has been 
repeatedly recognised and systematically emphasised, may indeed lead to that person being asked 
to leave the room and to come back only after having found some soap and carried out the necessary 
procedures.

The report on Eurojust's casework in the field of the EIO focuses on issues identified in cases handled by 
that agency’s national desks over the span of a two-year reference period starting on the deadline date 
for transposition (22 May 2017). During that reference period, Eurojust registered 1,529 cases involving 
EIOs in its case-management system. According to the report, only a few cases featured non-execution 
issues. Eurojust has not dealt with cases wherein fundamental-rights grounds were at stake.*33 The 
numbers listed are not surprising, in that one of the aims for EIOs was to create a smoothly functioning 

25 Directive 2014/41/EU, retaining to the European Investigation Order (approved in April 2014)
26 A clear distinction has been drawn relative to such previous instruments for co-operation, as the European arrest warrant, 

since the EIO is not such an instrument as interferes with the right to liberty of the person concerned. The investigative 
measures taken in application of an EIO may, however, interfere with the person's right to privacy or property rights.

27 It states: ‘This Directive shall not have the effect of modifying the obligation to respect the fundamental rights and legal 
principles as enshrined in Article 6 of the TEU, including the rights of defence of persons subject to criminal proceedings, 
and any obligations incumbent on judicial authorities in this respect shall remain unaffected’

28 ‘Report on Eurojust’s casework in the field of the European Investigation Order, (November 2020, 36.< ttps://www.eurojust.
europa.eu/sites/default/files/assets/2020_11_eio_casework_report_corr.pdf  (accessed 14 April 2023)

29 According to Article 6, the issuing of the EIO has to be necessary and proportionate for the purpose of the proceedings and 
in consideration of the rights of the person suspected or accused pf a crime. Additionally, the investigative measure(s) indi-
cated in the EIO could have been ordered under the same conditions in a similar domestic case and shall be assessed by the 
issuing authority in each case.

30 Case C-584/19, 8 December 2020, Opinion of Advocate General Campos Sanchez-Bordona. s 75 <https://curia.europa.
eu/juris/document/document.jsf?text=&docid=228705&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1
&cid=4207137 (accessed 14 April 2023)

31 Ibid, §7.
32 Case C-852/19, 29 April 2021, Opinion of Advocate General Michal Bobek. s 91 < ttps://curia.europa.eu/juris/docu-

ment/document.jsf?text=&docid=240557&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=9436731  
(accessed 14 April 2023)

33 ’Report on Eurojust’s casework’ (n 27)  p3.

125JURIDICA INTERNATIONAL 32/2023



Eneli Laurits

Protection of the Right to Privacy in States’ Unilateral Access to Extraterritorially Located Data in Criminal Investigations

comprehensive instrument for obtaining evidence in cases with a cross-border dimension on the basis of 
the principle of mutual recognition and trust.*34 One should bear in mind, though, that the requests often 
are for ‘physical’ investigative measures on foreign soil – interviewing a witness or searching a house, 
circumstances demonstrably requiring help from another state – measures that could not be conducted 
unilaterally. Therefore, the EIO represents an effective and low-bureaucratic-hurdle instrument of state-to-
state co-operation, one that EU countries have welcomed. The very low number of related disputes in the 
courts and the overall satisfaction evident from Eurojust's statistics lead to the conclusion that there are no 
prominent issues with trusting each other's legal system.

Furthermore, not only is the state-to-state co-operation in the EIO domain simple and trustful, an 
additional possibility is foreseen for a state's unilateral conduct on another state's territory: interception of 
telecommunications without a need for technical assistance. In the relevant cases, a notification procedure 
still enables the target-territory state to object to said unilateral activities. Yet, if there were a recording 
device in a car travelling across Europe from one state to another that records everything taking place in 
that car and (should it have a door or window open) in its vicinity and if this recording were extracted in 
domestic jurisdiction, the activity would not necessitate any notification per the rules on EIOs. 

It is not entirely clear why a conversation via telecommunication media is treated differently from face-
to-face communication in a room or what the reason might be for granting less protection to conversations 
that are not conducted by means of telecommunications. Could this distinction be connected to the notion 
that data from or related to the latter are going to get stored while one would not expect data to be repeated 
by interception of telecommunications? Even if so, the reason for drawing a distinction between the two 
forms of data should be stated explicitly. Such inconsistencies tend to leave an impression that the issues 
connected with data and territoriality have not been thoroughly thought through.

Notification per the EIO Directive is designed to inform the other state about the unilateral investigative 
measure. The Member State so notified may, in circumstances wherein the action would not have been 
authorised in a corresponding domestic case, respond that said activity may not be carried out or shall be 
terminated, and it may notify the requester, where necessary, that any material already collected may not 
be used or is to be used only under the conditions that the responding state shall specify separately. Given 
that the cornerstone for the EIO directive is general rather than universal mutual trust and effectiveness of 
evidence collection, notification of such unilateral activity should not be deemed to constitute an order to 
recognise any investigative measure; it is a mere reflection of respect for the other country's sovereignty. 
This is an act of comity that should never bring about any challenges related to the legality of evidence 
collected through the investigative measure carried out by the Member State submitting the notification. 
The provision for this mechanism should be interpreted in light of the values of freedom, security, and 
justice, with mutual trust and respect for different legal systems serving as its basis. In practice, states 
indeed are answering requests smoothly and thoroughly, bearing in mind the above-mentioned values and 
the aim articulated for the instrument.

In summary, while one can characterise the notification requirement’s existence as implying that 
unilateral evidence collection on foreign soil is not an absolutely ‘silent’ procedure that other states have no 
interest in knowing about, resorting to grounds for objections against evidence collection is rare. Notification 
is carried out for comity reasons only, with the element of trust holding a crucial role.

Significantly, notification became a key element for the European-level efficiency-focused instrument 
that followed in this domain. At the heart of the discussions stemming from the adoption by the EU Council 
of Ministers of its ‘general approach’ to electronic evidence, on 7 December 2018, was the meaningful 
requirement to notify*35. Since the EIO is widely believed to have still not brought the desired effectiveness 
for e-evidence requests and to make it easier and faster for law-enforcement and judicial authorities to 

34 The initiative of the Kingdom of Belgium, the Republic of Bulgaria, the Republic of Estonia, the Kingdom of Spain, the 
Republic of Austria, the Republic of Slovenia, and the Kingdom of Sweden for a Directive of the European Parliament and 
of the Council regarding the European Investigation Order in criminal matters. See the explanatory report of 3 June 2010, 
2–3 <https://data.consilium.europa.eu/doc/document/ST-9288-2010-ADD-1/en/pdf> accessed 14 April 2023.

35 It states that in cases wherein the European Production Order concerns content data and where the issuing authority has 
reasonable grounds to believe the person whose data are sought does not reside within its territory, the enforcing State shall 
be notified and can, as soon as possible, but preferably within ten days, inform the issuing authority of factors that might 
support withdrawal or adaptation of the Order. ‘General Approach on Regulation of the European Parliament and of the 
Council on European production and preservation orders for electronic evidence in criminal matters’, (30 November 2018, 
35(c). <https://data.consilium.europa.eu/doc/document/ST-15020-2018-INIT/en/pdf  (accessed 14 April 2023)
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obtain ‘e-evidence’, the Commission had, on 17 April 2018, proposed setting forth new rules in the form of a 
Regulation and a Directive instrument that create a European Production Order and European Preservation 
Order.*36 The proposal is aimed at improving legal certainty and expediting the securing and obtaining 
of electronic evidence stored and held by service providers established in another jurisdiction. The main 
feature of the system envisioned is allowing for requests to be submitted directly to private companies, 
irrespective of the data’s location or the storage mechanism and without involvement of foreign-state 
authorities in the first place. It would co-exist with the judicial co-operation instruments currently in place 
(such as the EIO and MLA).*37

It has not been possible to reach the quick agreement sought with regard to such new EU rules for 
law-enforcement authorities. However, in a press release on 29 November 2022, the Commission reported 
that the European Parliament and the Council had reached provisional political agreement on future EU 
legislation on obtaining e-evidence. At the crux of the negotiations overall was the question of the procedure 
for the notification. It was agreed that the authority in the originating Member State (the ‘issuing authority’) 
has to notify the authorities where the service provider is located only if the relevant individual does not 
reside in the issuing state or the offence was not committed there and only if traffic or content data are 
sought. Another important condition agreed upon is that the authority notified shall be allowed to invoke 
any of several grounds to refuse the order – e.g., by citing protection of fundamental rights or appealing to 
immunities and privileges.*38 

The disputes arising from the e-evidence proposal indicate that states value a meaningful notification 
system. Whether they value a system with an integral challenge mechanism and whether one would be 
necessary is still being determined. Debates thus far have drawn considerable attention to the necessity of 
bringing the Member State of the affected person’s residence into the equation too. In contrast, Eurojust has 
echoed the majority’s opinion about notification pursuant to the EIO rules (where no assistance is needed), 
expressing the position that notification is purely for reasons of comity and shall not supply any grounds 
for questioning legality related to the evidence collected. According to the legal literature, in trans-border 
remote search-and-seizure situations, international law offers no basis for a specific obligation to notify the 
other state about a trans-border investigative measure even if the reason proposed for notification by states 
consists merely of comity considerations. Nevertheless, ‘the gesture of notification’ may be beneficial for 
diplomatic relations between countries.*39

Expected criteria for unilateral access  
to extraterritorially located data

The expanding use of Internet-based services, in tandem with which cybercrime is increasing, puts strong 
pressure on states in connection with their responsibility to protect society and individuals alike against 
crime, by means that include effective criminal investigations and prosecutions. All instruments employed 
to this end assume that the state has appropriate safeguards in place for protecting human rights and 
fundamental freedoms. In practice, this assumption has seldom been challenged: use of the EIO has not 
yielded any disputes rooted principally in that issue. States' unilateral access to extraterritorial data for 
purposes of copying must, by default, mesh with the potential interests of other states, since there still 
is access to foreign ground, even if measured only in milliseconds. The developments in international 
co-operation suggest that states do have significantly less interest in investigations that are ‘purely’ domestic. 

36 E-evidence – cross-border access to electronic evidence. See https://ec.europa.eu/info/policies/justice-and-fundamental-
rights/criminal-justice/e-evidence-cross-border-access-electronic-evidence_en (accessed 14 April 2023).

37 Proposal for a Regulation of the European Parliament and of the Council on European Production and Preservation Orders 
for electronic evidence in criminal matters. Explanatory Memorandum.< ttps://eur-lex.europa.eu/legal-content/EN/TXT/
HTML/?uri=CELEX:52018PC0225&from=EN  (accessed 14 April 2023).

38 See the press release. ’e-Evidence: Commission welcomes political agreement to strengthen cross-border access for criminal 
investigations’ (29 November 2022. < https://ec.europa.eu/commission/presscorner/detail/en/ip_22_7246 accessed 14 
April 2023).

39 A.M.Osula, and M.Zoetekouw, „The Notification requirement in transborder remote search and seizure: domestic and inter-
national law perspectives (2017) 11(1) Masaryk University Journal of Law and Technology 103, 108–09. – DOI: https://
doi.org/10.5817/mujlt2017-1-6.
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Nonetheless, it has to be guaranteed that the domestic actions would, in principle, be agreeable to the other 
state also from the standpoint of protecting the fundamental rights of a party to a criminal proceeding.

The first and most important prerequisite for unilateral access to extraterritorial data consists of a 
domestic legal regime that strongly values the protection of human rights and fundamental freedoms. All 
mutual co-operation instruments rely on trust in this. Domestic legislation’s interpretation of the ‘private 
life’ notion must be broad, then, with all forms of communication falling under this umbrella and all being 
protected accordingly. Stored messages are considered content data that deserve the fullest protection, 
so judicial authorisation is generally needed for ensuring the necessary level of protection. States must 
acknowledge a broad interpretation of communications and the necessity of judicial review if they are to 
meet the commensurate standard of fundamental-rights protection.

The requirement for strong domestic guarantees of fundamental rights’ protection creates a need to 
regulate computer-system searches explicitly. Hence, one must ask how to word a regulation granting 
permission to take investigative measures on foreign soil without the data-subject's consent. The wording 
used in Article 32 b of the Convention on Cybercrime, ‘accessing and receiving’, discriminates between 
seizing (which makes something inaccessible) and searching.*40 In essence, accessing and receiving 
involves a request message sent to a server located extraterritorially, after which the data are copied. Having 
lawfully gained access to said data, an IT-ignorant investigator might not even consider the fact that this 
sequence of events includes milliseconds of virtually stepping onto foreign soil, and such an investigator 
is bound to continue acting in accordance with the domestic regulation alone, honouring the rights of the 
suspect according to domestic rules. Therefore, states that have left computer-system searches or accessing 
computer data through another computer system unregulated may face strong criticism for lack of clarity 
as to which rules apply if an investigator has access to an e-mail account for purposes of copying content 
data. In circumstances where no legal regime for this is established, ascertaining the answer in any given 
case seems to be left to the best judgement of an investigator. Hence, the data might not enjoy any of the 
protection that judicial review would extend.

An additional criterion should be applied for computer-system searches: ‘serious crime’. Extraterritorially 
held data ought not be legally accessible unless the investigation pertains to a serious crime. The e-evidence 
proposal sets the same criteria for producing transactional data and producing content data. In contrast, 
orders to produce subscriber and access data may be issued in relation to any criminal offence, with 
the justification that ‘this threshold has been chosen to ensure a balance for all Member States between 
efficiency of criminal investigations and protection of rights and proportionality’.*41 This threshold has the 
further advantage of being easily enforceable in practice.

With adequate safeguards established in the domestic legal system, the aspects that follow may be tackled 
properly by way of international responsibilities. That said, not all states are willing to declare that they have 
no interest in foreign states' actions on their territory. This fact is vividly evident in ongoing discussions’ 
fierce disputes about notification in relation to the e-evidence proposal. Those discussions revolve around 
fundamental rights and protecting the right to a fair trial; still, these interests are connected mainly to 
the states’ citizens and to a fear that data under the control of an ISP located in the target territory could 
get used in a manner that said state regards as unacceptable. In these circumstances, domestic legislation 
would compass different rules for immunities and privileges, which may refer to particular categories of 
people (such as diplomats) or specifically protected relationships (such as those falling under lawyer–client 
privilege or the right of journalists not to disclose their sources of information) or other citizenships. In a 
situation wherein, the criminal procedure is purely a domestic one, other states probably have very little 
interest in being part of the data-collection process, even if the data at issue are controlled by an ISP within 
their territory.

To some extent, the principles outlined above have already been enshrined in practice. For instance, 
in dark Web investigations, states have stopped considering the option of disputing possible sovereignty 

40 For example, Belgium, with provisions introduced to its code of civil procedure (CCP) in 2000, came one of the first in the 
world to allow the investigation judge to authorize to carry out remote digital searches abroad, were the obligation to inform 
competent authorities of other states ‘if possible’ was made explicit. The Belgian CCP specifies that if the search is commenced 
on Belgian territory and through the computer system situated on domestic territory, the investigator may extend the search 
to copy the accessible data. This wording differentiates search from measures of accessing and states that the data accessed 
may only be copied. The Belgians start with a search then extend it to accessing, receiving, and copying (but not seizing) as 
described in the Convention on Cybercrime.    

41 Explanatory Memorandum (n 36), §31. 
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factors (if they ever raised the issue at all). Such investigations are generally welcomed rather than feared 
by other governments*42. Here, the servers are situated somewhere physical, just as in non-dark-Web cases, 
yet the focus of these investigations is rarely on identifying where the servers are such that the state in 
question can be notified. Instead, and quite obviously, the intent is to identify the individuals who are 
hiding their identity. Only after the suspects have been unmasked are the necessary avenues of co-operation 
sought. The application of this approach supports concluding that states are more interested in protecting 
the fundamental rights of their citizens than they are in being notified about every virtual step on their 
ground.

Conclusions
In nearly every criminal investigation, some evidence exists in or takes on digital form. That has led states to 
seek possibilities for better co-operation and test their legal systems so as to determine suitable admissibility 
rules for domestic court proceedings. Therefore, this article’s analysis of the suspect’s right to a private life 
and the guarantees that a state should offer for the protection thereof during criminal proceedings that 
involve unilaterally accessing extraterritorial digital data is especially pertinent. 

It is important that the confidentiality of all exchanges individuals engage in for communication is 
currently protected, with no de minimis principle applied for permissibility of interference. Additionally, 
all forms of interception, monitoring, and seizure, any of which could be subject to states' unilateral 
access to extraterritorial data, are subject to protection as lying within spheres of private life per practice 
under the ECHR. Because unilateral access to extraterritorial data is obtained for receiving and copying 
data for investigation purposes, there is a significant difference from seizure or rendering inaccessible. 
Notwithstanding the received data being only accessed, received, and copied, the infringement of 
fundamental rights, especially that of a person's right to a private life, is significant. For example, a Gmail 
user might employ a ‘timeline’ feature that could give investigators valuable information about times, dates, 
and locations; e-mail exchange (which could go back several years), and messages begun but never sent 
(stored in a drafts ‘folder’). Additionally, there might be smartwatch information linked to the account. In 
many cases, multiple people could be using a single account, not all of them suspects. With unilateral data 
access, the breach of private life is considerable, especially since companies that offer online services usually 
encourage people to apply and inter-connect those services to the fullest extent possible. 

Investigative measures for accessing, receiving, and copying user-accessible*43 content data are often 
unregulated in the domestic legislative arena in many respects because the data accessed may well reside 
on foreign ground, on a foreign server. The fact that one takes a virtual step onto that foreign ground, 
however brief, has been the decisive factor in refraining from regulating this domestically. The only way 
in which most states have officially addressed the issue is by using burdensome international co-operation 
instruments that were originally developed for situations significantly different from these. Moreover, the 
technical elements of the investigative measure considered here might be misunderstood by investigators, 
who often lack the necessary training. Should the international perspective be overlooked, situations may 
frequently arise wherein this investigative measure is treated as merely another (domestically regulated and 
convenient) investigative action. Therefore, practice might not honour the fundamental-rights guarantees 
required. 

Nevertheless, treating access to extraterritorial data as a matter of international co-operation would 
be the traditional and correct path. Current court practice and legislative steps show that the intent in this 
situation is to simplify the procedures and delineate the set of cases wherein the investigation is not domestic 
but ‘really’ international. Suppose the only connection to the other state in a criminal investigation is an 
e-mail message sent by a foreign service provider. Investigation in that domestic case should not necessitate 
resorting to extremely burdensome mutual legal-assistance instruments. The guarantees domestically 
afforded for fundamental rights should suffice, as mutual trust between states in international co-operation 

42 O. Kerr, and S. Murphy, „Government Hacking to Light the Dark Web: What Risks to International Relations and Interna-
tional Law?“,(2017) 70 Stanford Law Review Online 58, available via  https://papers.ssrn.com/sol3/papers.cfm?abstract_
id=2957361 (accessed 14 April 2023).

43 It would be impossible to obtain ‘deleted’ data, since obtaining material that is invisible from the user perspective would 
necessitate access to the data medium, e.g., to server.
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leaves the heavy burden of ensuring the proportionality and legality of the request to the issuing state. 
Therefore, a domestic legislature striving for the strictest, most robust protection of fundamental rights 
would provide the necessary foundation for such extraterritorial measures taken in states’ domestic criminal 
investigations as might have a connection to another state.

Strong domestic legislation addressing unilateral access to extraterritorial data should be built on pillars 
of judicial review and should, by default, consider the interests of the foreign state. Given the significant 
breach of private-life rights involved, permission for any such measures should be justified through the 
lens of the ultima ratio principle. Domestic legislation should set minimum-threshold requirements for a 
data request that are rooted in the mutual international co-operation criteria. Most importantly, unilateral 
access to extraterritorial data should be allowed in investigation of a serious crime and where either parties 
to criminal proceedings have a substantial connection to the issuing state or a suspect is not identified 
yet. Should there be any apparent interest of the state on whose territory the ISP is located, the domestic 
judge should dismiss the request and mutual international co-operation instruments should be applied 
instead*44. Because notification between states is essential here, domestic legislation should additionally 
foresee an obligation to notify the affected state for the sake of comity even in circumstances in which 
no apparent interest has been detected. Given the existing practice built on trust between states in aims 
of enhancing international co-operation in digital data-sharing, domestic legislation that recognises the 
interests of other states is most likely to be welcomed. 

In light of the resource requirements attendant to mutual international co-operation, even with the 
‘simplified’ instruments (such as EIOs), as things stand – without a clear regulative basis in domestic 
legislation – it remains too easy to turn a blind eye to the extraterritoriality factor and treat the act of 
accessing extraterritorial data as a purely domestic one. This might most commonly occur for reason of 
well-intentioned investigators’ limited knowledge of the digital world; however, it nevertheless poses 
a significant risk to the private life of data subjects who are parties in criminal proceedings. Therefore, 
domestic legislation should consider the international facet to the investigative measure. That said, the 
legislator should not turn the matter into an onerous one of international co-operation either, especially 
when other states are likely to lack interest in it anyway. Without proper balance, the expected protection 
of the private life of a party in criminal proceedings might get overshadowed by arguments about the 
possibility of collecting all evidence located extraterritorially.

44 A case wherein the suspect is the citizen of the State where the ISP is located would serve to exemplify apparent interest.
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